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LIST OF DEFINITIONS  

Access Control  A system of technical means, personnel and procedures, which enables 
an organisation to control access to areas and resources in a given 
physical facility or computer-based information system. It has 3 essential 
functions: entitlement check, identification and documentation of the 
persons entering a certain controlled access area. 

Accident A specific, unpredictable, unusual and unintended incident, which occurs 
in a particular time and place with no immediately apparent and deliberate 
cause but with marked effects and, generally, negative outcome. See also 
Incident. 

Actor Any person or group of persons who interacts with a system / procedure, 
in the particular case of a public transport system. 

Aggressor Any person seeking to compromise a function or structure 

Antiterrorism  Defensive measures used to reduce the vulnerability of individuals, 
forces, and property to terrorist acts. 

Assessment The process of acquiring, collecting, processing, examining, analysing, 
evaluating, monitoring, and interpreting the data, information, evidence, 
objects, measurements, images, sound, etc., whether tangible or 
intangible, to provide a basis for decision making. 

Asset Any person, part or feature of a system that has a value such as physical 
assets, human assets, soft assets (i.e., knowledge, experience) and 
information assets. 

Attack A hostile action resulting in the destruction, injury, or death to the civilian 
population, or damage or destruction to public and private property. 

CBRN devices Devices of Chemical, Biological, Radiological, Nuclear nature, which may 
require special response like post-incident decontamination of people 
and/or assets. In particular: 

¶¶¶   Chemical: dispersion of toxic chemical agents or toxic industrial 
materials (TIM) by non-military means, many with little or no clearly 
evident characteristics. Symptoms (e.g., passengers collapsing) may 
the first indication of an attack. 

¶¶¶   Biological: dispersion of disease-causing living organisms or 
replicating entities (viruses) that reproduce or replicate within their 
host victims and used to kill or incapacitate humans, animals or 
plants 

¶¶¶   Radiological: radioactive and/or radio-toxic material spread, usually 
through the detonation of conventional explosives, in the form of an 
IED or VBIED ï as a ódirty bombô. 

¶¶¶   Nuclear: device aiming at a nuclear explosion and the consequent 
thermal and radiation effects; a weapon of mass destruction 
potentially requiring a national or multinational level response. 

Head of Security / 
Director of Security / 
Security Manager 

An individual responsible for the overall security management and 
preparedness of a public transport operator / infrastructure manager 
(PTO/IM) whose functions are usually identified in a security plan. 

Closed circuit 
television (CCTV) 

An electronic system of cameras, control equipment, recorders, and 
related apparatus used for surveillance or alarm assessment. 
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Consequence The outcome of an event which has an effect on objectives. A single 
event can generate a range of consequences, which can have both 
positive and negative effects on objectives. Initial consequences can also 
escalate through knock-on effects. 

Contamination The undesirable deposition of a chemical, biological, or radiological 
material on the surface of structures, areas, objects, or people 

Control Any measure or action that modifies risk. Controls include any policy, 
procedure, practice, process, technology, technique, method, or device 
that modifies or manages risk. Risk treatments become controls, or 
modify existing controls, once they have been implemented. 

Controlled area An area into which access is controlled or limited. It is that portion of a 
restricted area usually near or surrounding a limited or exclusion area. 
Correlates with exclusion zone. 

Counterterrorism Offensive measures taken to prevent, deter, and respond to terrorism. 

Crime Any act or commission of an act that is forbidden, or the omission of a 
duty that is commanded by a public law and that makes the offender 
liable to punishment. 

Crime Prevention 
Through Environmental 
Design (CPTED) 

A multi-disciplinary approach to limit the opportunities for crime by 
focusing on design and the creation of an environment not tolerating 
crime.  

Crisis A situation, derived from natural or man-made causes, which has the 
potential to compromise the safety (physical, economic, environmental 
etc.) of an individual, a group, a community or the whole society. A crisis 
usually triggers particular modes of governance, typically described with 
the terms crisis (or emergency) management (or response). 

Crisis Management 
Group 

A group convened when a crisis occurs to provide strategic decision 
making and co-ordination both within the organisation and with relevant 
external organisations e.g. police and government agencies. 

Critical Asset  An asset (human or material) the loss, denial or damage of which would 
substantially compromise the main functions of the system / organisation. 

Critical infrastructure Assets, systems, and networks, whether physical or virtual, so vital to the 
nation that the incapacitation or destruction of such assets, systems, or 
networks would have a debilitating impact on security, national economic 
security, national public health or safety, or any combination of those 
matters. 

Cyber Attack Damage, unauthorized use, exploitation or destruction of electronic 
information by means such as viruses, worms, Trojan horses, phishing, 
denial of service (DoS) attacks, unauthorized access and control system 
attacks. 

Cyber Security All means for protection against cyber-attacks, e.g. firewalls, anti-virus 
SW, intrusion detection and prevention systems, encryption etc. 

Decontamination The reduction or removal of a chemical, biological, or radiological material 
from the surface of a structure, area, object, or person. 
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Design Basis Threat 
(DBT) 

A set of assumptions regarding threats (number of adversaries, their 
modus operandi, the type of tools and weapons etc.), against which 
security systems / measures should be planned, designed and 
implemented.   

Emergency  An unforeseen or unplanned situation that has implications for the safety 
of persons and for assets and requires immediate attention. 

Emergency Operating 
Procedure (EOP) 

A pre-planned documented arrangement for managing or executing a set 
of actions in an emergency situation to ensure the safety of the people 
and a pre-identified level of operations and/or services.  

Emergency Services / 
First Responders 

The fire, police or ambulance services where an incident occurs, 
excluding any PTO/IMôs internal security forces. 

Event Could be one occurrence, several occurrences, or even a non-occurrence 
(when something doesnôt happen that was supposed to happen). It can 
also be a change in circumstances. Events always have causes and 
usually have consequences. Events without consequences are often 
referred to as near-misses, near-hits, close-calls, or incidents. 

Explosive device Device, comprising explosive (or explosive components) and a detonator, 
designed to cause an explosion. Explosive devices include military 
ordnance, civil and industrial devices as well as improvised devices (IED) 
meant to be used for terrorist or criminal acts. 

Explosive Ordnance 
Disposal (EOD) 

Actions performed by specialists to neutralise devices such as IEDs, IIDs 
or VBIEDs (see below). 

Functional 
Requirements 

A set of functionalities needed and / or expected from a product or a 
service under development or procurement. Alternatively referred to as 
óuser requirementsô. 

Functional 
Specification 

The breakdown, quantification and association of the systemôs functional 
requirements to the main system's functional components. 

Functionality The ability to perform a certain function; function is an action or use for 
which something is suited or designed. 

Guideline A non-specific rule or principle that provides direction to action or 
behaviour; a plan or explanation in setting standards or determining a 
course of action; any document that aims to streamline particular 
processes according to certain rules and/or aims to achieve set 
objectives. Guidelines are adhered to voluntarily and are never 
mandatory. 

Hazard A situation that can be a source / cause of harm to life, health, property, 
or environment; hazards are normally dormant, i.e. they represent a 
potential harm; a hazard can materialise through an incident (active 
hazard) that actually causes harm.  

Hazardous Materials 
(HAZMAT) 

Solids, liquids, or gases that can harm people, other living organisms, 
property, or the environment, including materials that are radioactive, 
flammable, explosive, corrosive, oxidizing, asphyxiating, bio-hazardous, 
toxic, pathogenic, or allergenic. They are grouped by class, e.g., Class 1 
Explosives, and identified by a United Nations number, e.g., 1005 
Anhydrous Ammonia.  
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Hijack The act of taking control of a vehicle (at land, sea or air) for terrorist or 
criminal purposes. The use of the term hijack has been extended to the 
virtual world (hijack a computer system, hijack someoneôs identity etc.) 

Immediate Actions (IA)s Pre-planned actions taken immediately by the operational staff concerned 
in an emergency or when an incident occurs and before, if notified, the 
arrival of emergency services or other responding organisations. 

Impact The consequences of an incident ï harm to persons, physical damages, 
direct and indirect costs like damage of reputation or perception of 
security.  

Improvised Explosive 
Device (IED) 

An explosive device produced using available materials, e.g., timing 
devices, means of detonation, explosives (commercially available or 
improvised, i.e., óhome madeô) and articles, such as nails for additional 
impact. IEDs may use components of military explosive articles and also 
contain incendiary materials. Initiation may involve a remote controlled 
device or timer mechanism. 

Improvised Incendiary 
Device (IID) 

A device produced  from available flammable materials, intended to set 
fire to the target and cause serious damage from the heat and the dense 
and toxic fumes produced, An IID may be initiated manually on site, e.g., 
a Molotov cocktail, by a timer mechanism or a remote controlled device,. 
An IID may be combined with an IED.   

Improvised 
Radiological Device 
(IRD) 

A device intended to spread radioactive material, most commonly the 
spent fuel from nuclear power plants or radioactive medical waste, usually 
by conventional explosives, with the intention to harm, kill and/or cause 
major disruption. Also known as a dirty bomb. It is not a nuclear weapon 
as it does not involve a nuclear explosion. 

Incident Something that has happened and is likely to lead to some 
consequences. It includes events of both internal and external causes, 
deliberate or accidental and not necessarily of negative consequences. In 
that sense, it is a more general term than accident.  

Incident level Ranking of incidents  in terms of potential severity  for command, control 
and response purposes typically as follows: 

¶¶¶   Level 1 - Incidents that do not affect the safety of people, system 
assets and operational capability. 

¶¶¶   Level 2 - Incidents affecting assets and operations in one or more 
stations, other facilities or line of route but not constituting a serious 
threat to people. 

¶¶¶   Level 3 - Incidents that result in casualties and/or significant traffic 
disruption or damage to the systemôs assets. 

¶¶¶   Level 4 - Crises involving multiple casualties and destruction/denial of 
critical assets (human, vehicles, facilities and other infrastructure) 
hence compromising the main functions and operations of the 
system. 

Incident response plan A plan detailing the response to an incident or an emergency situation. 
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Intrusion detection 
systems 

Sensor based (optical, microwave, vibration etc.) systems designed for 
the detection (and consequent alarm) of intruders crossing a perimeter or 
entering a protected area; they can be classified in perimeter protection 
systems (along fences, open spaces, etc.) or built spaces (home or 
industrial burglar alarm systems). 

K9  K9 or K-9 is an abbreviation and homophone of 'canine', and refers to the 
use of police dogs such as those used for bomb or drug sniffing.  

Lead person (LP) An identified qualified person appointed in an organisation with 
responsibility for the overall on-site incident command and control of their 
response (may also be referred to as ñEmergency Management 
Coordinatorò). 

Level of risk Risk magnitude. It is estimated by considering and combining 
consequences and likelihood. A level of risk can be assigned to a single 
risk or to a combination of risks. A consequence is the outcome of an 
event and has an effect on objectives. Likelihood is the chance that 
something might happen. 

Likelihood The chance that something might happen. Likelihood can be defined, 
determined, or measured objectively or subjectively and can be 
expressed either qualitatively or quantitatively (using mathematics). 

Mitigation Activities providing a critical foundation in the effort to reduce the loss of 
life and property from natural and/or manmade disasters by avoiding or 
lessening the impact of a disaster. 

Operations Concept 
(CONOP) 

A written document describing an overall picture of an operation or series 
of operations frequently embodying operational strategies, methods, 
principles, plans, policies also organisation and command structures. It 
identifies connected or separate operations to be carried out 
simultaneously or in succession, by the entire organisation or by one or 
more of its operational bodies. 

Perimeter security A system of technical means, personnel and procedures aiming in 
ensuring that nobody enters (or exits) a defined area except through the 
controlled access points. It has three essential functions: Deter, Delay (or 
deny) and Detect (& document) any intrusion, sometimes referred as 3D. 

Personal Protective 
Equipment (PPE) Protective clothing, helmets, goggles, other garments or equipment 

designed to protect the wearer's body from injury due to blunt impact, 
electrical hazards, heat, chemicals, and infection. 

Poisonous by 
Inhalation (PIH) 

A gas that is (or is presumed to be) toxic to humans to a degree posing a 
hazard to their health if inhaled even in minute concentrations.  

Privacy The quality or state of being secluded from company or observation. 

Probability of Attack / 
Probability of 
Occurrence 

The probability of a threat materialising. The probability of a certain 
incident occurring. 

Protective measures Elements of a protective system that protect an asset against a threat. 
Protective measures are divided into defensive and detection measures. 
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Protective system An integration of all of the protective measures required to protect an 
asset against the range of threats applicable to the asset. 

PTZ cameras Cameras that have the capacity to pan, tilt and zoom, usually in remote 
control but sometimes also in automatic mode. 

Public area Areas that are meant to be accessible to the general public; these can be 
of free or limited access; in the later case access control is generally 
limited to entitlement (i.e. control for a ticket or a access/travel card but 
not identity control)  

Public entity Entity / body / organisation not necessarily of public (state) ownership but 
of public character (i.e. serving the public or ensuring a public function).  

Public infrastructure All infrastructures (i.e. equipment, constructions and areas) that are 
meant to be at the service of the general public rather than the various 
specific actors or professionals 

Residual risk The risk left over after youôve implemented a risk treatment option. Itôs the 
risk remaining after youôve reduced the risk, removed the source of the 
risk, modified the consequences, changed the probabilities, transferred 
the risk, or retained the risk. 

Risk The potential that a chosen action or activity (including the choice of 
inaction) will lead to a loss (an undesirable outcome) - according to 
ISO31000 
Or: 
Risk can be defined as the combination of the probability of an event and 
its consequences (ISO/IEC Guide 73). In all types of undertaking, there is 
the potential for events and consequences that constitute opportunities 
for benefit (upside) or threats to success (downside). Risk Management is 
increasingly recognised as being concerned with both positive and 
negative aspects of risk 
Or: 
Risk is the threat that an event or action will adversely affect an 
organisationôs ability to achieve its objectives and to successfully execute 
its strategies. 

Risk (Security) The degree of exposure to a threat. The risk increases with the potential 
impact and the probability of a threat materialising. Risk is measured in 
escalating categories. 

Risk assessment / 
analysis 

A step in a risk management procedure: the determination of quantitative 
or qualitative value of risk related to a concrete situation and a recognized 
threat (or hazard). Quantitative risk assessment requires calculations of 
two components of risk: R, the magnitude of the potential loss L and the 
probability P that the loss will occur. Qualitative risk assessment is usually 
performed where statistical data for a quantitative assessment are 
missing. It usually involves the use of score matrices. 

Risk assessment policy Guidelines for value judgment and policy choices, which may need to be, 
applied at specific decision points in the risk assessment process. 

Risk Based Approach A security risk management approach, based on categorisation of the risk 
level following a risk assessment, selection of risk mitigation safeguards 
based on cost-benefit considerations, operational and technical feasibility, 
and accepted risk management strategies. 
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Risk estimation Risk estimation (ISO/IEC Guide 73) can be quantitative, semi quantitative 
or qualitative in terms of the probability of occurrence and the possible 
consequence. For example, consequences both in terms of threats 
(downside risks) and opportunities (upside risks) may be high, medium or 
low. Probability may be high, medium or low but requires different 
definitions in respect of threats and opportunities of risks. 

Risk evaluation A process that is used to compare risk analysis results with risk criteria in 
order to determine whether or not a specified level of risk is acceptable or 
tolerable. 

Risk identification 
Sets out to identify an organisationôs exposure to uncertainty. This 
requires an intimate knowledge of the organisation, the market in which it 
operates, the legal, social, political and cultural environment in which it 
exists, as well as the development of a sound understanding of its 
strategic and operational objectives, including factors critical to its 
success and the threats and opportunities related to the achievement of 
these objectives (ISO/IEC Guide 73). 

Risk Management The identification, assessment, and prioritization of risks followed by 
coordinated and efficient application of resources to minimize, monitor, 
and control the probability and/or impact of unfortunate events or to 
maximize the realization of opportunities. 

Risk management plan An organizationôs risk management plan describes how it intends to 
manage risk. It describes the management components, the approach, 
and the resources that will be used to manage risk. Typical management 
components include procedures, practices, responsibilities, and activities 
(including their sequence and timing). Risk management plans can be 
applied to products, processes, and projects, or to an entire organization 
or to any part of it. 

Risk management 
policy 

Defines a general commitment, direction, or intention. A risk management 
policy statement expresses an organizationôs commitment to risk 
management and clarifies its general direction or intention. 

Risk management 
process 

A process that systematically applies management policies, procedures, 
and practices to a set of activities intended to establish the context, 
communicate and consult with stakeholders, and identify, analyse, 
evaluate, treat, monitor, and review risk. 

Risk owner A risk owner is a person or entity that has been given the authority to 
manage a particular risk and is accountable for doing so. 

Risk treatment The process of selecting and implementing measures to modify the risk. 
Risk treatment includes as its major element, risk control/mitigation, but 
extends further to, for example, risk avoidance, risk transfer, risk 
financing, etc. 

Sabotage Tampering intended to undermine the integrity of systems with the 
objective of causing damage to assets, and/or harm to humans,  and 
disrupting routine operations; e.g. causing derailment, interfering with 
signalling, power supply or communications systems.  
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Safety The state of being free of risk or danger (natural or accidental); being in 
control of recognised hazards and reducing risk of harm or damage as 
low as reasonably practicable. The term ósafetyô, when used as an 
attribute, encompasses all measures, actions or systems aiming at 
ensuring the state of safety. 

Safety incident An accidental event, of internal or external causes, that is likely to lead to 
some negative consequences and compromise safety.  

Safety Management 
System (SMS) 

Documented arrangements/process identifying an organisation's safety 
policy, the means of achieving and maintaining defined safety targets, the 
distribution of roles and responsibilities and the response to incidents and 
investigation. For main line railways Directive 2004/49/EC (Safety 
Directive) a SMS is a fundamental operational requirement. 

Security The degree of protection against intentional danger, damage or loss 
Or: 
The set of means / actions through which safety is ensured, in particular 
against intentional threats. Thus, the term ósecurityô encompasses all 
measures, actions or systems aiming at preventing intentional threats 
from compromising safety. 

Security Incident Deliberate act intended to harm and injure, damage equipment and 
infrastructure, disrupt operations and compromise safety. 

Security Master Plan A document defining the overall roles, responsibilities and management 
arrangements of a security organisation. 

Security officer Person responsible for security within an organisation or facility. The 
functions of the security officer are usually prescribed within a security 
plan; sometimes referred to as head of security / security director.  

Security Plan A document, usually the outcome of a security risk assessment, defining 
the management chain and responsibilities in relation to security and 
detailing the measures (protective and reactive) such as procedures, 
systems, methods and staff, implemented at a particular facility or 
organisation for its protection against security threats and in response to 
security incidents. 

Security Regulator 
(Security Regulating 
Body) 

A public entity, governmental or recognised by government, responsible 
for defining statutory security requirements and for ensuring their 
application. 

Security Risk 
Assessment 

A process used to systematically analyse potential threats to a specific 
target. The process includes identifying and classifying assets by their 
criticality; the analysis of a range of potential threats and their probability 
of being realised, and their potential impact. A vulnerability assessment 
may be performed as part of a risk assessment.   

Security Risk 
Management  

The process of identifying security risks and selecting and implementing 
mitigating safeguards, based on risk management strategies. 

Security Threat The expression of intention (or perception of a possible intention) to 
provoke a security incident, i.e. to harm or injure, damage equipment and 
infrastructure, disrupt operations etc. Security threats may materialize into 
security incidents that are a concern for safety. 
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Sensitive Security 
Information (SSI) 

Information relating to security activities that is sensitive yet unclassified, 
the public disclosure of which may harm public transport system security, 
cause invasion of privacy or reveal trade secrets, privileged or 
confidential information.  

Site (of an incident) The area within which the response to an incident is managed. 
Standard Operating 
Procedure (SOP) 

A pre-planned documented arrangement for safe and effective 
management of a task. 

Surveillance Observation from a distance, usually by means of electronic equipment 
(such as CCTV cameras) or, sometimes, by no- or low-technology 
methods such as human agents 

Tactics The deployment and directing of resources on an incident to accomplish 
the objectives designated by strategy. 

Terrorism The intentional and unlawful use of force / violence, deliberately targeting 
or disregarding the safety of civilians with the intention of inflicting 
significant harm to persons and/or damage to property; causing panic and 
fear; intimidating or coercing a government or a civilian population to 
further a religious, political or ideological goal.  

Threat (Specific)  A threat, which may give a time, directed at a specific target, e.g., a train, 
station or other asset and which may relate to the use of any type of IED, 
IID, VBIED, CBRN devices or the use of firearms. Specific threats may or 
may not result in an actual incident, but can involve serious operational 
disruption, safety and cost issues. 

Threat analysis A continual process of compiling and examining all available information 
concerning potential threats and human-caused hazards. A common 
method to evaluate terrorist groups is to review the factors of existence, 
capability, intentions, history, and targeting. 

Threat Level / Advised 
Threat Level 

The óadvised threat levelô or óbackgroundô threat level, defined by a 
government agency. 

Threat, Vulnerability 
and Risk Assessment 
(TVRA) 

The process of risk assessment, disassembled into its independent or 
dependent processes.    

Toxic Industrial 
Materials (TIM) 

A general description of any substance that is poisonous or harmful to 
humans, animals, plant life or the environment. 

User Requirements A set of needs and / or expectations of the user(s) from the product, 
system or service under development. The term óusersô encompasses any 
citizens, businesses or public authorities that might use the final product, 
system or service. 

Vehicle Borne 
Improvised Explosive 
Device (VBIED) 

An IED carried by a vehicle ï usually containing a large amount of 
explosives, intended to cause maximum casualties and damage.  

Vulnerability A weakness, e.g. in physical structures, personnel protection systems, 
process or other areas that may be exploited by adversaries 
Or: 
the probability or likelihood that an attack is successful in causing the 
intended consequences 
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Vulnerability 
assessment 

Any review, audit, or other examination of the security of a public 
transport infrastructure asset to determine its vulnerability to unlawful 
interference, whether during conception, planning, design, construction, 
operation, or decommissioning. 
Or: 
evaluating the probability or likelihood that an attack is successful in 
causing the intended consequences 
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1. INTRODUCTION 
 
 

1.1. Background 

 
SECURESTATION wishes to develop a risk assessment methodology for public transport 
passenger terminals. This element is included in the work content of the project, which focuses on 
evaluating existing risk assessment  methodologies and choosing the one that will serve as a 
benchmark for the methodology that will be developed and updated within the framework of the 
project.  

1.2. Purpose and Scope 

 
This document has three purposes: 

¶¶¶   To define threat scenarios 

¶¶¶   To review and analyse existing qualitative, semi-quantitative and quantitative risk assessment 
methodologies 

¶¶¶   To select the methodology that will serve as a benchmark for development within the 
framework of WP 3.2 ï "SECURESTATION Methodology for Risk Assessment at Public 
Transport Terminals". 

 

1.3. Document Structure 

 
This document is constructed of four main parts: 

¶¶¶   Definition of the scenarios and the design basis threats  for the project. 

¶¶¶   Review and analysis of qualitative, semi-quantitative and quantitative risk assessment 
methodologies. 

¶¶¶   Review of cost-effective responses to terrorist risks in constructed facilities 

¶¶¶   Selection of the benchmark methodology that will be developed within the framework of WP 
3.2 ï "SECURESTATION Methodology for Risk Assessment at Public Transport Terminals". 

 

1.4. Applicable and Reference Documents 

 
 

R[1] Asset evaluation process by Allan R. Hunt and Karl Kellerman, Security Risk Assessment 
Framework. US, 2000.  Available at www.akelainc.com  

R[2] COUNTERACT / PT4: Generic Guidelines for Conducting Risk Assessment in Public Transport 
Networks; COUNTERACT D3a-n; SSP4/2005/TREN/05/FP6/SO7.48891; March 2009. Available at 
http://www.uitp.org/knowledge/projects-details.cfm?id=433  

R[3] Reference manual to mitigate potential terrorist attack against buildings FEMA (Federal Emergency   
Management Agency) ï Risk Management Series, US, 2003 

R[4] Recommendations for bridge and tunnel security. The Blue Ribbon Panel on Bridge and Tunnel 

http://www.akelainc.com/
http://www.uitp.org/knowledge/projects-details.cfm?id=433
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Security, AASHTO, US, September 2003 

R[5] Sandia laboratories - a risk assessment methodology (RAM) for physical security, 2000 

R[6] U.S. Department of Commerce, Technology Administration, National Institute of Standards and 
Technology - Robert E. Chapman and Chi J. Leng - Cost-Effective Responses to Terrorist Risks 
in Constructed Facilities, March 2004 

R[7] EN50126 - The specification and demonstration of reliability, availability, maintainability and 
safety 

R[8] SECUR-ED, D21.1 ï Public Transport Security Terminology & Definitions 

R[9] Estimate of Adversary Sequence Interruption (EASI), Garcia 2001 
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2. SCENARIO DEFINITIONS 

The scenarios definition is aimed at creating a list of possible potentially dangerous situations that 
operators may face. 

Defining scenarios enable the analysis of threats from various reference points, such as: Place, 
time, strategy used, possible consequences, impact on assets, tools utilised, relation with mass 
media, possible association with other scenarios, etc.. 

The selection process of the scenarios was divided into three phases: 

(1) Generation phase, in which a list of scenarios has been compiled, taking into account (i) 
incidents that had happened in the past; (ii) partners' ideas; and (iii) threats identified in 
previous other European projects, such as EUMASS, PROTECTRAIL, COUNTERACT and 
SECUR-ED. 

(2) Weighting phase, in which each and every threat identified/suggested by the partners was 
weighted, its individual qualitative-quantitative characteristics considered, and the concrete 
conditions under which each threat may or may not materialise into an actual incident was 
studied.  

(3) Selection and classification phase, which commenced after all the scenarios had been 
listed and thoroughly analysed. In this phase, the partners arranged the scenarios by priority 
and assigned each a colour reflecting the level of the hazard presented by the single threat 
(red, yellow or green). This degree was assigned to the threat based on the partner's 
assessment of its priority. Additionally, another degree was assigned to the threat, taking into 
consideration its relevance for the asset ñstationò. 

The results from of all this data reflects the ñweightò of each threat in relation to the asset "station". 
Taking into account all these considerations, the scenarios were classified into categories of 
threats, which are described below, taking into account all relevant elements. The contribution of 
SECURESTATIONôs partners to the definition of the threat scenarios was crucial.  
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Execution of each of the various defined scenarios  will depend on a variety of circumstances such 
as the intended impact and may involve professional criminals, terrorist groups, organised gangs 
or individuals. All will involve cost implications for PTOs.  
Planning and execution may involve: 

¶¶¶   Access to specialised resources (equipment, knowledge, people etc) 

¶¶¶   Accomplices providing ó insider ó knowledge 

¶¶¶   Targeting symbolic/religious  targets  

 

2.1. Threat scenarios definitions 

 

2.1.1. Dispersion of CBRN materials 

Using weapons of mass destruction, the intention is to cause the greatest number of casualties 
and instil panic among the population, and cause massive damage resulting in significant 
downtime and economic losses. Large, central and crowded stations are the most attractive targets 
for this threat, which involves the entire station, including above ground and under-ground areas. 
The attack must be well organised, taking into account numerous aspects: Tools, location, time, 
number of potential victims involved, etc. It is not necessary for the terrorist planting the bomb, to 
remain present inside the station to activate it.  

 

2.1.2. VBIEDs (Vehicle Borne Improvised Explosive Devices) with remote / time 
operated mechanism 

This scenario involves the use of a vehicle packed with explosives, usually improvised, and 
additional IED components (detonator, etc.). The size of the vehicle and the characteristics of the 
target of the attack (size, construction materials used, etc.) would determine the quantity of 
explosives used. 250 kgs of explosives would cause a large number of casualties and heavy 
damage, while 500 kg could destroy bridges or viaducts. 

The vehicle may approach the entrance of the station, park near the station wall (in which case it 
will be activated by a remote control device) or crashed into the building by a suicide driver. 

 

2.1.3. IEDs carried by a suicide bomber on his person 

In most cases, suicide bombers use improvised explosive devices (IEDs) (which they either carry 
on their person in the form of a suicide vest or belt or in a bag, satchel, etc). A suicide bomber can 
carry an explosive device weighing up to about 15 kgs without arousing attention, and will aim to 
detonate it where and when the blast is likely to produce the greatest number of casualties and 
maximum damage. This will most likely be a crowded location, within a closed part of the station ï 
where the effects of the blast shock wave would be greatest. The location would preferably be near 
large windows  producing glass shards causing additional damage. The suicide bomber will 
detonate the device during peak hours involving the largest number of people.  
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2.1.4. Planted IEDs (Improvised Explosive Devices) 

Improvised explosive devices, particularly relatively small ones, can be easily carried in a bag or 
rucksack. They are planted in advance by the attacker in a location where they are less likely to be 
detected, yet in a crowded area of the station ï for example, underneath a bench, or in a location 
where they would cause maximum damage and are remotely operated or triggered by a particular 
event. The type of explosive material usually used is TNT, and the maximum weight of such a bag 
being carried unnoticed would depend on the person carrying it (a strong man would be able to 
carry a heavier device without appearing to be carrying a suspiciously heavy bag). At times, 
anonymous calls are made to the station in such cases, announcing that a bomb has been planted. 

 

2.1.5. Dispersion of PIH (Poisonous by Inhalation) substances 

This kind of attack involves dispersing poisonous substances with the intention of killing people. 
The worst case scenario would be an attack in which PIH is widely dispersed through the 
ventilation system of the station. In such a case, the number of casualties is likely to be extremely 
high, if the attack is carried out during peak hours. The toxic materials may be of industrial origin ï 
which are legal and easy to find. Bacteria or viruses could also be used in this type of attack, 
although they would be harder to acquire.  

 

2.1.6. Flooding  

Flooding may be caused when the attacker deliberately damages the station's or a related water 
system. Flooding damages equipment and is likely to cause disruption of services, and in extreme 
cases ï even death by drowning. 

 

2.1.7. Cyber attack 

Cyber attack can take two forms: 

(1) Hacking and crashing the computer system; 

(2) Taking control of the computer system in order to disrupt its operation.  

Terrorists may take control of the system to: (i) Attack mission critical systems (telecom and 
signalling), in order to cause train collision, derailment or disruption of services; (ii) 
Deliberately destroy critical mission and information systems; (iii) Infiltrate critical information 
systems; (iv) Hack IT systems (to carry out identity theft, abuse access privileges, manipulate 
the configuration of software applications, intercept information; (v) Inject malware (viruses, 
spyware, worms, etc.). 

 

2.1.8. Attack on mission critical systems 

Attacks on mission critical systems may be carried out in a number of ways: 

¶¶¶   Physical or cyber attack on communications systems 

¶¶¶   Electronic attack using one computer system against another 

¶¶¶   Armed assault, hostage or barricade situation 
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¶¶¶   Explosive device planted near or in the OCC  

¶¶¶   Eavesdropping using phones and hand-held radios or planting bugs. 

This kind of attack is not directed at stations per se, but it may entail consequences at one or more 
stations, indirectly causing casualties, damage and traffic disruption. 

 

2.1.9. Arson 

In the most severe cases of arson, the intent is to cause multiple casualties as well as extensive 
damage, and to shut down service at the station for an extended period of time. In less severe 
cases, such attacks are intended to cause damage only, and are committed when the station is 
closed and empty. In least severe cases, the arsonist is only interested in drawing attention to his 
cause, in which case the attack may also be considered as a form of vandalism. 

The fire may be activated through contact, using a remote control device or remotely delivered by a 
projectile. 

 

2.1.10. IIDs (Improvised Incendiary Devices) 

This type of attack is carried out using an improvised incendiary device in the station, for example, 
one consisting of 1,5L of gasoline ï which is readily accessible ï in a PVC bottle. When such an 
attack takes place in a crowded station it may cause heavy damage and also casualties harmed by 
fire and smoke. To maximize the number of casualties, an attacker will prefer peak hours.  

 

2.1.11. Attacks using assault rifles and grenades 

This scenario involves the use of firearms and grenades against passengers in the station and 
trains, with the aim of causing the largest amount of casualties; therefore, peak hours are the 
preferred time for such attacks. Damage is also caused, though it is not as severe as when IEDs 
are detonated. 

 

2.1.12.  Running down with a vehicle 

The ideal location for this type of attack would be a station with easy vehicle access or with 
underground parking, from which a vehicle may reach the turnstiles. This type of attack causes 
casualties, damage, panic and disorder.   

 

2.1.13. Hijacking 

Hijacking is more likely in surface transport, but is also possible in the case of underground 
transport systems, such as metro systems. Terrorists or criminals carrying weapons may take 
people in the station hostage, or overcome a train driver and take passengers hostage while they 
are still onboard. Such instances have the potential for involving extreme violence.  
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2.1.14. Violence against  users 

Statistically, violent acts against passengers and employees are more frequent in the evening/night 
hours. These acts can be committed by individuals or a group, whether within the framework or a 
robbery, resulting from drunkenness, etc. Violent acts include: 

¶¶¶   Attack with non-lethal means: Optical systems, chemical agent in gas form (e.g., tear gas, 
pepper spray etc.), chemical agent in liquid form (e.g., spraying acid), high voltage system 
(e.g., taser), millimetre radio waves, rubber bullets, torching (criminal use of inflammable 
liquids and setting fire to victim); 

¶¶¶   Physical assault and theft: Physical assault, theft, armed robbery; 

¶¶¶   Physical assault with physical violence only: Attempted rape and rape, sexual harassment, 
kidnapping, spitting, stabbing (with a knife or sharp object); 

¶¶¶   Assault with neither physical violence nor theft: Aggressive behaviour, peeping, use of abusive  
language, up-skirt photography; 

¶¶¶   Murder; 

¶¶¶   Behavioural and public disorder offences: Abusive use of personal audio devices, begging, 
drunkenness, exhibitionism, hawking, non-compliance with animals rules, non-compliance with 
smoking rules, soliciting (prostitution), vagabonds (homeless, squatters, etc.). 

 

2.1.15. Public disorder 

This includes unruly behaviour ï shouting, damaging assets, violent protests, etc. Public disorder 
is more likely to occur when large scale events take place (soccer matches and other sporting 
events), or during strikes / students demonstrations. People using sparklers, firecrackers, etc., can 
cause widespread panic. Public disorder may be accompanied by violence from groups, such as 
gang fights, confrontations in stations, riots, mass demonstrations. 

 

2.1.16. Vandalism and graffiti  

Usually vandalism is perpetrated by juveniles, most often late in the evening or at night, when the 
chance of apprehension is low. These acts can involve damaging station walls and windows, as 
well as trains, using sharp objects, for example. Security systems, cameras, motion detectors, IR 
barriers, etc. may also be vandalised.  

Graffiti involves drawing on station walls and trains. The consequences are property damage and 
interference with the smooth running of the system, in cases where the operator has a policy not to 
use trains that are covered with graffiti, for example. 

 

2.1.17. Fare evasion 

Those committing fare evasion are usually young people. "Ticket sharing" is also a form of fare 
evasion.  
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2.1.18. Ticket fraud 

Ticket fraud is not necessary an act that one commits intentionally; passengers may be innocent 
victims of criminals who manufacture fake tickets and sell them. Operator employees may also be 
involved in such a scheme.  

 

2.1.19. Bogus attack (e.g., screaming, fake bombs, mysterious objects) 

Bogus attacks cause disorder, service interruption, panic. The perpetrator could be either a single 
person or a group, with a variety of objectives: Provocation, causing disorder, drawing attention, 
etc.  

 

2.1.20. Sabotage 

Sabotage refers to acts perpetrated with the intent to derail trains through removal of rail, 
placement of dangerous objects or tampering of equipment (e.g., the signalling system). This 
scenario involves an attack on technological systems crucial to the operation of the public transport 
system.   

Maximum effect is achieved when these acts take place during peak hours.  Sabotage may also 
take the form of cutting the supply of energy (e.g., traction power, sub-stations), interfering with 
signalling or power equipment, neutralising door systems or stopping rolling stock movement (e.g., 
use of super adhesives and bindings to immobilise vehicles; catenary sabotage). 

The most dangerous of these is sabotage of the rail track systems in order to cause train collision 
or derailment, or deliberate sabotage of infrastructure (e.g., stations, bridges, tunnels). Sabotage, 
in particular scenarios, may consist of flooding an underwater tunnel (see 2.6). 

The purpose of sabotage attacks is to interfere with safe operation, cause casualties or severely 
interrupt service and  cause damage to a PTOôs assets. 

 

2.1.21. Pick pocketing 

Pickpocketing is usually perpetrated by juveniles, individuals or gangs, in the stations or trains 
where people are crowded together during peak hours. They open backpacks, bags or briefcases 
without being noticed, or pretend to bump into a person and then steal their wallet. 

 

2.2. Conclusions 

The definition of the scenarios summarises situations that would place the station at risk from a 
wide variety of threats, which have been listed, classified, prioritised and analysed. 

Although the threat classification shows that it is unlikely that some scenarios will actually be 
realised, the partners unanimously considered them very important to study, in view of their 
potentially catastrophic consequences (e.g., CBRN-E attack). On the other hand, some threats 
with a higher frequency of occurrence were considered of lesser importance, due to the limited 
scope and severity of their consequences. 
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3. QUALITATIVE METHODOLOGIES 

 

3.1. Security Risk Assessment Framework 

 

3.1.1. Introduction 

A good example of a qualitative method is the Security Risk Assessment Framework[R1], which 
evaluates potential threats, their consequences and the techniques available to mitigate the 
threats. It is based on five steps: 

1. Asset criticality. 

2. Threat evaluation. 

3. Vulnerability assessment. 

4. Countermeasure investigation. 

5. Security measure selection. 

 

3.1.2. Methodology and Process 

Of the above five steps, the first three are relevant to this chapter on threat analysis and risk 
assessment: 

(1) Step one:  Asset criticality 

Understanding the criticality and value of the assets to be protected is a crucial factor in security 
management. An enterprise can assess the impact of the potential loss of its assets only after 
identifying and analysing them. A list of typical assets is presented above under Recommended 
Risk Assessment Practice. 

The enterprise must determine which assets or categories of assets have the greatest impact on it 
if lost, damaged or disrupted. In transport, this can mean a major disruption in service or total 
inability to provide service. 

A reference guide to criticality assessment is available from the US Government Accountability 
Office (GAO): Domestic Terrorism: Prevention Efforts in Selected Federal Courts and Mass Transit 
Systems, 1988. 

(2) Step two: Threat evaluation 

Threat evaluation deals with intentional actions committed by an adversary that have the potential 
to cause harm (death, injury, destruction, or disruption of operation). Within the framework of a 
threat evaluation, the likelihood of a terrorist attack against critical assets is assessed. One 
approach used in the transport sector is shown below. 
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Figure 1: Threat evaluation process 

The threat assessment process includes verifying the existence of the terrorist group; its capability 
to carry out terrorist attacks; its past activity; its intentions; and its likely target/s. 

 

 

Specify

Undesirable

Event

Specify

Threat

Does threat

have

resources 

to achieve

undesirable

event? 

Does 

threat have

intention

or 

history? 

Has threat 

targeted

the

facility? 

Is the

threat 

present? 

Y Y Y Y Y

N N N N

PA = VL PA = L PA = M PA = H

PA = VH

Existence Capability

Intention 

or History Targeting

Specify

Undesirable

Event

Specify

Threat

Does threat

have

resources 

to achieve

undesirable

event? 

Does 

threat have

intention

or 

history? 

Has threat 

targeted

the

facility? 

Is the

threat 

present? 

Y Y Y Y Y

N N N N

PA = VL PA = L PA = M PA = H

PA = VH

Specify

Undesirable

Event

Specify

Threat

Does threat

have

resources 

to achieve

undesirable

event? 

Does 

threat have

intention

or 

history? 

Has threat 

targeted

the

facility? 

Is the

threat 

present? 

Y Y Y Y Y

Specify

Undesirable

Event

Specify

Threat

Does threat

have

resources 

to achieve

undesirable

event? 

Does 

threat have

intention

or 

history? 

Has threat 

targeted

the

facility? 

Is the

threat 

present? 

Y Y Y Y Y

Specify

Undesirable

Event

Specify

Threat

Does threat

have

resources 

to achieve

undesirable

event? 

Does 

threat have

intention

or 

history? 

Has threat 

targeted

the

facility? 

Is the

threat 

present? 

Y Y Y Y Y

N N N N

PA = VL PA = L PA = M PA = H

PA = VH

Existence Capability

Intention 

or History TargetingExistence Capability

Intention 

or History Targeting

 

 

Figure 2: Threat assessment process 

(3) Step three: Vulnerability assessment 

This step identifies the elements of design, technology, operations and management of assets that 
may increase the likelihood of attack if they remain unmitigated. The process identifies specific 
weaknesses which may encourage the execution of a known threat.  

A partial list of vulnerabilities include relative ease of accessibility to the targeted assets, a site 
layout that hampers access control, easy access to incoming utilities, building resistance to blast, 
lighting and ease of penetration of information into technology networks. 
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There are two main approaches to vulnerability assessment: Scenario-based and checklist-based 
assessments. 

¶¶¶   Scenario-based assessment 

A common approach in transport security is to develop scenarios of threats against priority 
assets, and then determine how mitigation measures would alleviate the threat. The objective 
here is to obtain a list of vulnerabilities which will allow decision makers to prioritise the 
security measures to be implemented. 

¶¶¶   Checklist-based assessment 

Checklist-based assessment is based on a detailed survey of critical assets, classified into 
categories (e.g., by physical areas, such as entrance, main corridor, station platform, 
restrooms etc.), for which industry security standards exist. 

Checklist-based assessment is based on the ñdefence in depthò concept, whereby rings/layers 
of protection are identified. 

 

 

Figure 3: Vulnerability assessment outcomes 

(4) Step four: Countermeasure investigation 

Countermeasure activity typically results in a list of measures and controls designed to reduce 
specific vulnerabilities in prioritised critical assets, Countermeasures include a broad range of 
activities that may be implemented  by the transport organisation. They are often organised into 
categories  
Countermeasures considered applicable to protecting transport assets are often identified in terms 
of the capability to deter, detect and delay threats. 

¶¶¶   Deter ï A potential aggressor who perceives a risk of being caught may be deterred from 
attacking an asset. The effectiveness of deterrence varies with the aggressorôs sophistication, 
the assetôs attractiveness and the aggressorôs objective. 
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¶¶¶   Detect ï Detection senses an act of aggression, assesses the validity of the detection and 
communicates the appropriate information to a response force. A detection system must 
provide all three capabilities to be effective. 

¶¶¶   Delay ï These measures protect an asset from aggression by delaying or preventing an 
aggressorôs movement toward the asset or by shielding the asset from weapons and 
explosives. 

(5) Step five: security measure selection 

The final step is the process through which the transport system evaluates which among the 
proposed security measures will be implemented. This process is usually guided by assessments 
of cost effectiveness. 
 

3.1.3. Summary ï Security Risk assessment Framework 

Qualitative methodologies are widely used, as they are practical in risk assessments. Although the 
methodological process at the analysis stage is extremely clear in relation to threats and 
vulnerabilities, it is vague about their impact and the connection between their various 
components. As a basic analysis tool in the organisational risk management process, the 
methodology meets its objectives and achieves a satisfactory broad mapping of threats and 
vulnerabilities. However, the methodology's main weaknesses result from the use of qualitative, 
and not quantitative assessment tools. Consequently, the analysis itself is overly vague and 
subjective on the one hand; and the connection between the various risk factors (threat, 
vulnerability, potential damage) and the results are insufficiently distinct, impairing its scientific 
validation. The following points outline the methodology's main weaknesses: 

¶¶¶   The threat analysis is too generic. The analysis as presented above represents, to a large 
degree, the threat level that the organisation, city or country is exposed to; however, it only 
represents the probability of attack element to a lesser degree. The most obvious drawback of 
this method is that it produces similar, even identical results for all relevant scenarios 
applicable to transportation systems on the one hand; while on the other hand ï some of the 
analysis elements require access to classified information. 

¶¶¶   The assessment of vulnerabilities is carried out in a systematic manner; however the result is 
very vague and subjective. 

¶¶¶   The parameters on the basis of which the impact analysis is carried out are unclear. 

¶¶¶   The risk analysis results are presented through situational definitions of "high", 
"serious/severe" and "low", which produce results that are far too subjective. A clear distinction 
cannot be made between one "high" situation and another, which undoubtedly exist in the real 
world; for example, the use of an explosive device containing X kgs of explosive material, as 
compared to an explosive device containing double the amount of explosive material. 

¶¶¶   It is unclear how countermeasures can be investigated on the basis of this methodology, both 
on a theoretical level and from an individual perspective. 

¶¶¶   The results of a risk assessment do not enable the user to carry out quantitative cost-
effectiveness analyses that also include a financial component 
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3.2. COUNTERACT ï Generic Guidelines for Conducting Risk Assessment in 
Public Transport Networks  

 

3.2.1. Introduction 

Within the framework of the COUNTERACT[R2] project, a qualitative methodology for risk 
assessment in public transport systems was developed. The methodology is generic for urban 
transport system operators, whether metro, commuter trains, light rail, trams or buses. The main 
motivator for the development of a united methodology in this project was the desire of the EU, 
following the terror attacks of 9/11, Madrid and London, to provide security and risk managers of 
public transport systems with decision support tools that will help determine the appropriate 
resource that need to be allocated for managing risks in these systems. 

The developers of the methodology defined the following parameters as fundamental:  

¶¶¶   It can be applied to most types of organisations; 

¶¶¶   It does not require that the users have prior knowledge of risk assessment; 

¶¶¶   It facilitates and supports collective brainstorming and evaluation processes by experts from 
various backgrounds; 

¶¶¶   It allows the inclusion of all different kinds of threats; 

¶¶¶   It allows the inclusion of all phases of risk-management, i.e. prevention, mitigation and 
rehabilitation. 

 

 

3.2.2. Methodology and Process 

The starting point of the process, as defined in the methodology, includes two workshops: A kick-
off workshop and a risk assessment workshop.  

¶¶¶   Workshop 1 ï ñKick-offò ï all relevant parties must attend, including those mentioned above, to 
decide the scope of the study, distribution of tasks, agree definitions to be used, appoint 
workshop moderator, adoption of a work-plan, gather all necessary background information 
and arrange into an operational diagram, etc 

¶¶¶   Workshop 2 ï ñRisk Assessmentò ï where the results will be ranked, a vulnerability 
assessment will be done and conclusions report will be submitted to management 

The methodology includes five steps: Structuring of operational diagram, assessing the probability 
of occurrence, assessing of impact/severity, assessing the risks and vulnerability assessment. 

(1) Step one: Structuring of operational diagram 

At the first stage, the operator and/or infrastructure owner identifies the organisation's assets and 
creates a matrix of these assets (Figure 4). The matrix is created for each transport system, and 
presents the main critical assets (infrastructures and systems), and beneath them, the elements of 
the each asset. 
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Figure 4: Operational diagram matrix  

(2) Step two: Assessing the probability of occurrence 

Step 2 involves conducting a qualitative assessment of the probability of threat occurrence in 
cooperation with the security authorities, which relates to the following issues: 

¶¶¶   How severe are the threats for their own network? 

¶¶¶   How attractive is the city/region for terrorists compared to others? 

¶¶¶   How attractive is the PT(Public Transport)-system for terrorists compared to other potential 
targets in the city/region? 

¶¶¶   Which system elements are most attractive for terrorists? 

¶¶¶   Which parts of the network are most critical to the operation? 

The evaluation of the attractiveness of the target in the eyes of the adversary is also taking into 
account in the threat assessment, which covers the following fields: 

¶¶¶   Number of passengers in interchanges/stations/stops, vehicles (at peak times) 

¶¶¶   Nodes and intersections / Role and Importance for network 

¶¶¶   Geographical and geological distinct features that could facilitate attacks or impede response 
efforts and therefore increase the potential impact 

¶¶¶   Symbolic importance  

¶¶¶   Special/Large events organised nearby (adjacent or where PT carries the visitors) that could 
temporarily raise the risk level 
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¶¶¶   Special dates (anniversaries) 

¶¶¶   Temporary building works 

¶¶¶   Institutions/Organisations nearby that generate a group of passengers, which is at special risk 
(e.g. political or religious groups) 

¶¶¶   Cash handling 

¶¶¶   Is there a history of attacks? Have there been attacks in the past? 

¶¶¶   Areas with easy access of vehicles to sensitive areas at close range, e.g. stations and critical 
assets 

Based on the parameters of the threat assessment and the evaluation of the target's 
attractiveness, the probability of occurrence is now assessed using a matrix with qualitative 
categories ï from "very high" to "very unlikely", as shown in Table 1. The definition of each 
parameter is derived from EN50126. 

 

Probability of 
Occurrence  

Definition Criteria 
(derived from Euro Norm 50126)  

Very high  
The threat can be realised at any time and/or has been repeatedly 
realised within the organisation  

High  
The threat has been repeatedly realised; including once within the 
organisation  

Possible (probable)  
The threat has either been repeatedly realised within other PT 
operations worldwide, or at least once within a PT operation in the 
same/neighbouring country  

Low  
The threat has been realised on rare occasions in other 
organisations (worldwide)  

Very unlikely  
It is extremely unlikely that the threat will be realised; it has never 
been executed in other PT operations  

Table 1: Probability of occurrence matrix 

(3) Step three: Assessing of Impact/Severity 

The third step in the methodology involves conducting a qualitative assessment of the 
consequences of each threat and scenario. This assessment relates to two parameters: 

¶¶¶   Consequences for persons and/or property/environment 

¶¶¶   Consequences for PT operator and services 

The impact/severity of the consequences is based on four qualitative parameters: Disastrous, 
critical, marginal and uncritical, as displayed in Table 2. The definition of each parameter is derived 
from EN50126. 
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Impact / Severity 

Definition Criteria 
)derived from Euro Norm 50126( 

Consequences for Persons and/or 
Property/Environment  

Consequences for PT Operator and 
Services  

Disastrous  
Several (to be defined by Operator) 
deaths and/or numerous severe 
injuries and/or most severe damage 
to property and/or environment  

Loss of vital functions and/or 
operation for a long (to be defined by 
Operator) period of time  

Critical  
Low (to be defined by Operator) 
number of deaths and/or severely 
injured and/or severe (to be defined 
by Operator) damage to property 
and/or environment  

Loss of vital functions and/or 
operation for a short period of time  

Marginal  
Light casualties and/or notable 
damage to property and/or 
environment  

Minor impact on functions and/or 
operation  

Uncritical  
Possibility of few light casualties 
and/or slight damage to property 
and/or environment  

No impact on functions and/or 
operation  

Table 2: Impact / severity assessment matrix 

(4) Step four: Assessing of risk  

After the evaluation of the probability of occurrence and of the consequences, these values are 
presented in the risk matrix (Table 3). The X and Y axes represent values of the consequences 
and the probability of the occurrence of the threat respectively, and the values in the matrix are 
presented in four risk categories: Intolerable, precarious, tolerable and negligible. 

 

Probability of 
Occurrence   

Risk Categories 
 

Very high (5)   Tolerable (5)  Precarious (10)  Intolerable (15)   Intolerable ( 20)  

High (4)  Tolerable (4)  Precarious (8)  Precarious (12)  Intolerable (16)   

Possible (3)  Negligible (3)  Tolerable (6)  Precarious (9)  Precarious (12)  

Low (2)  Negligible (2)  Tolerable (4)  Tolerable (6)  Precarious (8)  

Very unlikely (1)  Negligible (1)   Negligible (2)  Negligible (3)  Tolerable (4)  
 Uncritical (1)  Marginal(2)  Critical (3)  Disastrous (4)  
 Impact / Severity 

Table 3: Risk assessment matrix 

The risk assessment is translated into the matrix that was developed in Step 1. The risk faced by 
each asset within the transport system is evaluated in the relevant cell of the matrix. The result is 
presented in Figure 3. 
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Figure 5: Risk matrix filled with risk categories   

(5) Step five: Vulnerability assessment  

The last step in the risk assessment is defined as a "vulnerability assessment", in which we 
examine the influence of the various risk management safeguards on the risk category. This 
assessment is summarised in a matrix that displays the value of the risk before and after the 
assimilation of the safeguards. In addition to the assessment conducted for the purpose of risk 
management, one must also take into consideration a qualitative and quantitative evaluation of the 
following parameters: 

¶¶¶   Costs; 

¶¶¶   Effectiveness; 

¶¶¶   Time for implementation; 

¶¶¶   Additional benefits regarding safety-aspects (increasing the lighting level for the use of CCTV 
cameras will facilitate evacuation) or service/comfort of passengers, improving the security 
perception of passengers /staff, reduction of vandalism, etc. 

¶¶¶   Insurance impact 
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Figure 6: Vulnerability assessment matrix   

The risk management policy depends on the risk parameter, and is detailed in Table 4 below: 

 

Risk-
Category 

Score Action Required 

Intolerable 15-20 Must be avoided or Impact must be mitigated as far as possible 

Precarious 8-12 Shall only be accepted if the efforts for prevention and/or mitigation of 
impact is unreasonable high 

Tolerable 4-6 Shall be accepted, but threat needs to be assessed regularly 

Negligible 1-3 Shall be accepted 

Table 4: Risk management actions 

 

3.2.3. Summary ï COUNTERACT PT4 (Generic Risk Assessment Guidelines) 

The generic methodology developed within the framework of the COUNTERACT project allows 
assessing risks via a straightforward process that is clearly aligned with safety risk assessment 
methodologies utilised in the industry. From an applied perspective, the methodology achieves the 
objectives defined by its developers, and enables performing risk assessments even by those 
lacking expertise in this specific area. 

However, the methodology's main weaknesses result from the use of qualitative, and not 
quantitative assessment tools. Consequently, the analysis itself is overly vague and subjective on 
the one hand; and the connection between the various risk factors (threat occurrence and 
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impact/severity) and the result are insufficiently distinct, impairing its scientific validation. The 
following points outline the methodology's main weaknesses: 

¶¶¶   The process requires the involvement of security and law enforcement bodies, whose 
contribution to the process of assessing the probability of occurrence of the threat is essential, 
but at the same time, make the independent performance of this assessment by the operator 
more difficult. 

¶¶¶   The definition of the probability of the occurrence of the threat, as defined in EN50126, is 
overly general. Furthermore, it is not clear whether other influencing parameters, for example 
ï accessibility to a critical asset in the system, were considered, how they were considered 
and to which extent. The calculation of the probability does not consider any of these elements 
and does not reflect the parameters associated with the adversary's capability, target 
attractiveness and the evaluation of the adversary's potential for success. 

¶¶¶   The consequences assessment categories are represented by the four severity parameters 
and two categories: The impact on people and property; and the impact on the service 
provided by the operator. No clear distinction is made between different severity levels, for 
example ï òdisastrousò and òcriticalò; consequently, the risk assessment results heavily 
depend on the assessorsô point of view and are therefore very subjective.. The definition of the 
impact, as defined in EN50126, is overly general and generic, and does not reflect clear, 
quantifiable parameters. 

¶¶¶   The assessment of the consequences' components is relative and not absolute, and is based 
on subjective definitions; i.e., Operator A and Operator B may analyse the impact of the same 
event and arrive at results that are in totally different risk categories, based on the definitions 
of impact on their own assets/property and services. Consequently, the weakness of the 
methodology is in an overly subjective risk assessment. 

¶¶¶   The methodology's interpretation of the concept "vulnerability" is flawed, and for some reason 
relates to the risk mitigation process and not to the process of assessing the adversary's ability 
to implement a specific tactic when attacking a specific asset. 

¶¶¶   A ready to use supporting software tool e.g., Excel spreadsheet with basic data, has not been 
provided to facilitate the task of filling in the risk matrices and also to save risk assessment 
reports from previous analysis. 

¶¶¶   The prioritisation of countermeasures/safeguards according to their performance, 
effectiveness, cost efficiency, etc., is insufficiently clear, as no guidelines have been provided 
to perform such an evaluation. 
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4. PARTIAL QUANTITATIVE METHODOLOGY 

 

4.1. FEMA ï Risk Management Series  

4.1.1. Introduction 

The US Federal Emergency Management Agency (FEMA) is responsible for disaster mitigation, 
preparedness, response & recovery planning. As part of a risk management series, the agency has 
published a manual on building asset value, threat/hazard, vulnerability and risk assessment. The  
following approach can be considered from the point of view of itôs validity to typical transport 
physical assets and infrastructure. 

4.1.2. Methodology and Process 

4.1.2.1. Asset value assessment 

Identifying a facilitiesô critical assets is a two-step process [R3]: (1) define and understand its core 
functions (primary services or activities, occupants and visitors) and (2) identify the building 
physical infrastructure (e.g., structural components, information systems, utilities, safety and 
security systems). 

Once facilitiesô assets requiring protection have been identified, they should be assigned a value 
which reflects the importance of the impact caused by the incapacity or destruction of these 
particular building assets. A variety of scales may be used. Some are linguistic (e.g., high, medium, 
low), others are numerical.  

 

 

Figure 7: Asset value scale and description 

¶¶¶   Very High - Exceptionally grave consequences, such as extensive loss of lives, widespread 
severe injuries, total loss of primary service, core processes and functions 

¶¶¶   High - Grave consequences, such as loss of lives, severe injuries, loss of primary service or 
major lose of core processes and functions for an extended period of time 

¶¶¶   Medium High - Serious consequences, such as serious injuries or impairment core processes 
and functions for an extended period of time 
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¶¶¶   Medium - Moderate to serious consequences, such as injuries or impairment of core functions 
and processes 

¶¶¶   Medium low - Moderate consequences, such as minor injuries or minor impairment of core 
functions and processes 

¶¶¶   Low - Minor consequences or impact, such as slight impact on core functions and processes 
for a short period of time 

¶¶¶   Very low - Negligible consequences or impact 

4.1.2.2. Threat/Hazard Assessment 

Understanding who the people are who intend to cause harm is paramount. One should attempt to 
have an understanding of their weapons and tactics, even if these can change rapidly. The best 
source for this type of information is usually the intelligence and national police community. For 
technical hazards, the best sources are the state agencies involved in civil protection (e.g., fire 
brigade).Rail specialist input would also be necessary.  

The following table gives an idea of the sort of risks that should be considered and of their 
consequences. 

 

Figure 8: Event profiles for terrorism and technological hazards 
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4.1.2.3. Threat definition of physical attack  

To stop a terrorist or a physical attack on a building is very difficult. However the more secure the 
facility or site is the better the odds are that the facility or site will not be attacked.   

The threat definition of physical attack requires an assessment of the reality of the threat, the 
capability of the aggressors, their history and their intentions. 

The consequences of a terrorist attack on a given facility depend heavily on its system interactions. 
See figure below for an example of the different impacts that a terrorist attack may have.  

 

Figure 9: Threat analysis factors 

4.1.2.4. Vulnerability assessment 

A vulnerability assessment is an in-depth analysis of the facility functions, systems and site 
characteristics that highlight weaknesses or a lack of redundancy. This process identifies in turn 
the corrective actions that can reduce vulnerabilities. 

A vulnerability assessment should be performed for existing facility and the lessons learned should 
be incorporated in the design of new building construction or renovation. 
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Figure 10: Facilities inherent vulnerability assessment matrix
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Figure 11: Standard chart for security measures selection   

The preceding tables will help determine the most appropriate security standards for the building.  

4.1.2.5. Risk assessment 

Following FEMA risk management series, partial quantitative methodology is particularly relevant 
to high risk assets. Risks do not simply ñadd upò, they grow exponentially as shown in the following 
formula: 

Risk = asset value x threat rating x vulnerability rating. 

This shows the importance of conducting in-depth risk assessments that give engineers and 
architects the means to design mitigation measure which will reduce vulnerability.  
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Figure 12: Risk assessment screening matrix  
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4.1.2.6. Summary ï FEMA's partial quantitative methodology 

Partial quantitative methodologies are more widely used in risk assessments, and it appears that 
most consultants or those active in this field tend to utilise them. On the one hand, there is a strong 
element of initial analysis in the methodical process, which is mostly taken from qualitative 
methodologies; while on the other hand ï quantitative tools are used in the presentation of the 
data. As a basic analysis tool in the organisational risk management process, this methodology 
achieves better results than the qualitative methodology. However, its main weakness is its over-
generalisation in the translation of the qualitative analysis to a quantitative one, which causes an 
inherent deviation in the data itself and significantly weakens the methodology's scientific validity. 
The main weaknesses of this methodology are presented below: 

¶¶¶   The threat parameter indicates the value of the probability of attack. The qualitative analysis of 
this value is comprehensive; however in reality, the quantitative value is too simplistic and 
general. It is unclear how the transition from one to the other is made. 

¶¶¶   The vulnerability parameter, together with the concept of asset value, allegedly indicates the 
value of the consequences of occurrence. The transition from the comprehensive qualitative 
process to the very simplistic quantitative parameters is unclear from a methodical point of 
view, and produces a significant deviation between the qualitative and the quantitative 
processes. 

¶¶¶   The result is a certain number that can be compared with other results, using simple tools. 
Nevertheless, the result is too subjective and its scientific validation is lacking. 

¶¶¶   It is unclear how a countermeasures investigation is executed when implementing this 
methodology, both on a theoretical level and from an individual perspective. 
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4.2. EUMASS ï Mass-Transit System Security Risk Assessment and Audit 
Methodology  

 

4.2.1. Introduction 

The EUMASS project (European Mass Transit System Security Risk Assessment and Audit 
Methodology), is a response to the challenge of developing a risk assessment and audit 
methodology capable of assessing the vulnerabilities of a mass transit system to a potential 
terrorist attack, as part of the EPCIP (European Programme for Critical Infrastructure Protection), 
within the DG-JLS Programme: ñPrevention, Preparedness and Consequence Management of 
Terrorism and other Security- related Risksò. 

 

4.2.2. Methodology and Process 

The EUMASS objective was to deliver a unified innovative solution for a risk assessment 
methodology that can be used by all European mass transit operators. 

The main challenge was to achieve an integrated process based on / developed on the basis of an 
audit method and a risk assessment methodology. In addition, a software tool has been developed 
to support the entire risk analysis cycle by providing the following functionalities: Knowledge base 
management, risk analysis scenario management, risk analysis calculation and evaluation, and 
auditing support management. 

The overall EUMASS approach process covers three main phases: 

(1) Initial Assessment Audit: At which any information that is to be used for the risk 
assessment is collected and evaluated. 

(2) Semi-quantitative Assessment: At which the extent of the security risk is evaluated, and 
mitigation actions and the residual risk are identified. 

(3) System Monitoring Audit: This audit is performed as part of the Security Management 
Process, in order to keep abreast of any change in the information acquired by the assessing 
entity. 
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Figure 13: Risk management cycle  

With reference to the EUMASS methodology, the first phase: Initial Assessment Audit, is devoted 
to modeling the system whose risks will be assessed, based on the strategic security goals and all 
the relevant security elements of the system under evaluation. 

Based on the acquired information, a semi-quantitative security assessment is carried out in the 
second phase of the process, at which the risk is calculated by applying the following proposed 
EUMASS formula:  

 

 

 

The semi-quantitative security assessment comprises the following stages: 

¶¶¶   Critical assets identification 

¶¶¶   Threats identification 

¶¶¶   Scenario definition 

¶¶¶   Global and local conditions 

¶¶¶   Risk assessment  

The system monitoring audit will provide a structured method for continuously verifying that the 
selected countermeasures have been assimilated, and for identifying the relevant modifications 
that must be implemented to ensure the system remains protected. 

The steps comprising the semi-quantitative security assessment are described in further detail 
below: 

Risk = Probability * Impact = [Threat level * (Attractiveness * Vulnerability)] * Impact  
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(1) Critical assets identification 

A list of metro system assets will identified and classified by category. These assets will be 
analysed for the purpose of identifying critical assets that comprise attractive potential targets in 
the eyes of the adversary, and which will be therefore taken into consideration in the risk 
assessment.  

The critical assets of the metro system that have been identified are listed below:  

¶¶¶   Station building 

¶¶¶   Platform 

¶¶¶   Track sections 

¶¶¶   Service entrances 

¶¶¶   Technological systems ï operational control centre (OCC)  

¶¶¶   Technological systems ï ventilation system 

¶¶¶   Technological systems ï communication system 

¶¶¶   Technological systems ï signalling system 

¶¶¶   Technological systems ï power supply system 

¶¶¶   Vehicles 

¶¶¶   Depot / s 

(2) Threat identification 

Potential threats faced by the public transport systems system are listed below: 

¶¶¶   Dispersion of chemical, biological or radiological agents 

¶¶¶   Attack involving the use of IEDs / VBIEDs 

¶¶¶   Arson  

¶¶¶   Hijacking of a train or service vehicle 

¶¶¶   Sabotage of tracks or equipment 

¶¶¶   Public disorder and vandalism 

¶¶¶   Illegal acts (e.g., fare evasion) 

¶¶¶   Terrorism alert (e.g., fake bomb) 

(3) Scenario, local and global factors 

When putting together a specific threat with a specific asset we can define a scenario of attack that 
a potential adversary may follow, taking into account all relevant factors, for example: 

¶¶¶   Maximum impact expected on people, infrastructure and service. 

¶¶¶   Attack carried out by reasonably skilled perpetrators. 

¶¶¶   Perpetrators are unaware of the security measures implemented in the transport system. 

¶¶¶   Attack timed to take place during peak hours 
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¶¶¶   Attack is the realisation of a single threat (no multiple attacks). 

¶¶¶   The threat is unique and real (no fake threats). 

The complete list of potential scenarios shall be analysed in order to determine the most 
representative cases for the assessment of the security level of a typical metro system. Reference 
scenarios will be chosen according to the following criteria: 

¶¶¶   Higher ranking scenarios, as determined by a qualitative criticality assessment performed by 
experts; 

¶¶¶   Most likely scenarios, taking into account past events; 

¶¶¶   In the scenarios definition, each asset should be the potential target of at least one type of 
attack. 

The application of the above mentioned criteria ensures that the selected reference scenarios will 
fully cover and represent the most sensitive security threats faced by metro transport systems, by 
considering the most critical potential events occurring to a typical system. 

(4) Risk Calculation 

The EUMASS method for risk calculation is based on the following factors: 

Risk = (Attractiveness * Vulnerability) * Impact 

Where: 

¶¶¶   Attractiveness assesses the probability that an asset is considered a target by a terrorist 
group.  

¶¶¶   Vulnerability assesses the potential for a successful attack  

¶¶¶   Impact assesses the damage (people, infrastructure and service continuity) arising from the 
realisation of a threat 

Moreover, it may be necessary to add another factor, which reflects the different levels of terror 
threats that Member States may face.  This factor represents the underlying level of threat that is 
faced by a specific Member State, in which the asset is located by the terrorist group.   

 

Therefore, taking into account these factors as well, risk can be defined as: 

 

Risk = [Threat Level * (Attractiveness * Vulnerability)] * Impact 

Additional sub-factors are considered when calculating the risk factors: 

¶¶¶   Vulnerability (accessibility, prevention, physical hardening) 

¶¶¶   Attractiveness (perceived target vulnerability, perceived hardness) 

¶¶¶   Impact (people, infrastructure, service) 

The influence of each security measure implemented on each of the aforesaid factors is estimated 
by a qualified assessor by a qualified assessor, producing a Risk Mitigation Level / Degree / Rank, 
which indicates for each scenario the influence of the implemented measure countering a specific 
scenario built around a specific threat.  
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In order to estimate the effect of each threat on the same asset, the measure of this effect, which is 
considered in the analysis, must be assessed at the beginning of the analysis, to allow an effective 
comparison between the improvements achieved by each countermeasure against different threats 
faced by the same asset. 

 

4.2.3. Summary ï EUMASS Risk Assessment and Audit Methodology 

The methodology developed in the EUMASS project represents an innovative and unified 
methodology that combines both the audit and the risk assessment methodologies, reinforcing 
their synergies and interdependencies.  

The unified methodology can be applied in a continuous process at regular intervals or as needed: 

¶¶¶   To evaluate the risk faced by a public transport system; 

¶¶¶   To choose the countermeasures/safeguards to be implemented in order to reduce the risk to 
an acceptable level; 

¶¶¶   To periodically verify the the continued effectiveness of these countermeasures/safeguards 

The EUMASS methodology meets its objectives by going a step further, beyond the traditional 
calculation of the risk as the product of the probability of an attack and its impact, and where the 
calculation of the probability is mainly based on statistical information and subjective 
considerations. In the innovative methodology proposed in EUMASS, the probability is replaced by 
relative probabilities resulting from the assessment of several factors, such as the attractiveness of 
the target and its vulnerability to an attack, as well as additional factors, which reflect the different 
levels of terror threats that the countries in which the transport system operate may face. 

Furthermore, this unified methodology has been implemented as a prototype IT supporting tool, 
which enables the user to manage:  i) the knowledge base, ii) the risk analysis scenarios and risk 
assessment, iii) the auditing results and iv) to store information in the database. 

Both the risk assessment methodology and the IT supporting tool were tested and validated by 
conducting several analyses, from a theoretical viewpoint, and also by applying the IT tool to use 
cases based on real threat scenarios potentially faced by mass transit systems. 

All these tests and validation activities, together with deliberations with PTOs during the project 
lifetime, have ensured the applicability and usability of the EUMASS methodology and of the 
supporting software tool. However, there are some weak points that need to be mentioned as well, 
such as: 

¶¶¶   The results are too sensitive to variations of the sub-factors' values, especially when the risk 
level is low  

¶¶¶   It is unclear how the parameter ñthreat levelò is defined, and the quantitative values assigned 
to this parameter are calculated in a very simplistic manner, with the aim of providing added 
value to the calculation of the probability 

¶¶¶   The evaluation of some parameters, e.g., the level of interest that a particular asset would hold 
in the eyes of the potential adversary (target attractiveness) which affects the overall 
probability calculation, is very subjective, and also requires a good understanding of the 
adversary organisation 
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The prototype IT supporting tool does not carry out cost-effectiveness analyses. Additionally, the 
quantitative calculation for impact costs is overly general, and requires a specific individual 
refinement per case.  
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5. QUANTITATIVE METHODOLOGY 

 

5.1. Blue Ribbon Panel (BRP) and the US Federal Highway Administration (FHWA) 

 

5.1.1. Introduction 

Even if subjective criteria can never be fully taken out of risk assessment, we believe that the more 
critical the asset is, the more quantitative the risk assessment methodology should be. This 
approach would be expected to decrease the margin of error inherent in risk assessment.  

A good example of quantitative methodology is found in the report on Recommendations for Bridge 
and Tunnel Security published in 2003 by The Blue Ribbon Panel on Bridge and Tunnel Security 
set up by the American Association of State Highway and Transportation Officials (AASHTO) and 
the US Federal Highway Administration (FHWA).  

The Blue Ribbon Panel (BRP) opted for a risk assessment method based on engineering and 
mathematical principles, in other words, a quantitative methodology, in response to the strategic 
importance of the assets involved. The BRP was of the opinion that the loss of a critical bridge or 
tunnel in the countryôs transport system could have such consequences in terms of casualties or 
socioeconomic costs that only the most elaborate risk assessment method was adequate. 

The BRP came to the conclusion that security solutions should be ñengineeredò and that 
technology should be developed to meet bridge and tunnel security requirements.   

The BRP recommended the development of technical methods for identifying critical bridges and 
tunnels. It also called for operational security measures that employed effective security 
procedures and available technology, engineering and design approaches for reducing the 
vulnerability of critical infrastructure. Finally, it advocated a greater understanding of structural 
responses to terrorist attacks and countermeasures to mitigate potential consequences. 

 

5.1.2. Methodology and Process 

The quantitative risk assessment method used by the BRP involved three main factors: the 
Importance Factor (IF), which is a measure of the socio-economic impact of the facilityôs operation; 
the Occurrence Factor (OFi). a measure of the relative probability or likelihood of threat i occurring, 
and a vulnerability Factor (VFi), a measure of the consequences to the facility and the occupants 
given the occurrence of threat i 

Expressed in equation format, the risk score (RS) for a given facility, is written as follows: 

RS = IF x Ɇ [OFi x VFi ] (1) 

Where OFi,VFi, and IF are defined as above, and Ɇ denotes the summation over all considered 
threats to the facility. 

Each of the factors in Equation (1) is a number between 0 and 1, computed using a multivariate 
utility method. In this method, each factor is computed as the summation of the weighted values 
(between 0 and 1) of the attributes that define the factor as follows: 

IF = Ɇ [Wj x Vj(Xj)]   (2a) 

OF = Ɇ [Wj x Vj(Xj)]   (2b) 
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VF = Ɇ [Wj x Vj(Xj)]   (2c) 

Where Xj is the value of attribute j (e.g., very high), Vj(Xj) is the function or table that maps Xj to a 
utility value (between 0 and 1; e.g., very high corresponds to 1), Wj is the weighting factor on 
attribute j, and Ɇ denotes the summation over all considered attributes for the factor.  

The weighting factors used for combining the attributes that make up each of the factors listed 
above are developed using the pair-wise comparison procedure in the Analytic Hierarchy Process, 
whereby each member of the decision making group assigns a numerical value to the relative 
influence of one attribute over another. The scores are averaged and used to compute the 
weighting factors, which are then reviewed by the group as a whole and revised until all members 
of the group are satisfied with the results.  

 

Figure 14: Risk assessment components 

 

Figure 15: Weights to compute Importance Factor (IF value) 
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Figure 16: Weights to compute Occurrence Factor (OF value) 

 

  

Figure 17: Weights to compute Vulnerability Factor (VF value) 
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Figure 18: Final ranking scores 

 

Figure 19: Cost benefit analysis of mitigated projects 
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5.1.3. Summary ï Blue Ribbon Panel's quantitative risk assessment methodology  

Quantitative methodologies are much less prevalent in risk assessments, and it appears that some 
of the consultants or those active in this field tend to avoid using them. 

At first glance, it seems that the quantitative methodology translates the risk elements: probability 
of attack; vulnerability value (probability of successful attack); and (aggregated) consequences into 
a mathematical algorithm. The risk score formula as a result obtained from the multiplication of its 
parameters is widespread in the industry. However we do not have enough information about the 
algorithms themselves and their relative weights, which are presented by W, for each tactic. 

The most significant innovation presented by this methodology is that it relates to each of the risk 
elements separately for each tactic, as a relative risk and not generically, from a general 
perspective, as do the qualitative and partial quantitative methodologies. Additionally, the risk is 
presented in financial values, which allows a cost-benefit analysis in a relatively straightforward 
manner. 

Despite the above, there are several weaknesses in the methodology itself, which include the 
following, among others: 

¶¶¶   The importance factor, according to our approach, represents a probability of attack variable. 
How the value of the various weights is determined is too general and might be biased. 
According to our understanding, the algorithms lack additional parameters, such as the 
success variable; result-influencing factors relating to casualties, damage and disruption of 
circulation; the adversary's characteristics; and the attack planning elements. Also, this 
variable, as opposed to others, is generic and not relative; i.e., it relates to risk in an absolute 
and not in a relative manner, in accordance with the asset element and the tactic. 

¶¶¶   In our method, the occurrence factor (OF) represents the relative vulnerability. Here, some of 
the parameters composing the variable are overly generic and do not necessarily represent 
vulnerability. How the value of the various weights is determined is too vague and might be 
biased. Additionally, the way in which the variable is adapted to each tactic and how it is 
represented in a relative manner is also unclear. 

¶¶¶   The vulnerability factor (VFi) in our method represents the potential damage resulting from a 
successful attack. There is confusion about this variable as a result of the use of the term 
"vulnerability" instead of "consequences". How the value of the various weights are 
determined is also too general and might be biased. 

¶¶¶   The various analytical tools that are available for the analysis of the VFi consequences) 
variable in this methodology and how exactly they are carried out are unclear. 
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5.2. Sandia Laboratories ï A Risk Assessment Methodology (RAM) for 
Physical Security  

 

5.2.1. Introduction 

A risk assessment methodology has been refined by Sandia National Laboratories to assess risk at 
various types of facilities.. The methodology is based on the traditional risk equation: 

Risk = PA * (1 - PE) * C, 

where: 

PA is the likelihood of adversary attack, 

PE is security system effectiveness, 

1 - PE is adversary success, and 

C is consequence of loss resulting from the attack. 

5.2.2. Methodology and Process 

The first step in the process involves characterising the facility, identifying potential undesired 
events and the critical assets that may damaged in such events. for the methodology includes 
guidance on defining design basis threats and on estimating the likelihood of an attack on a 
specific asset, and estimates of the . relative values the consequence of the attack. Also included 
are methods for estimating the security system's effectiveness against an attack, and a calculation 
of the risk. In the risk is considered too high, the methodology details ways of identifying and 
evaluating required risk mitigation upgrades to the security system. 

The the seven basic steps of the risk assessment methodology are displayed below, in sequence. 

 

Figure 20: Order and sequence of the risk assessment methodology 
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(1) Facility Characterisation 

To characterise the facility, one must describe it (geographic location, buildings, floor plans, access 
points), describe the activities taking place in it and also detail any existing physical protection 
features. 

(2) Undesired Events/Critical Assets Identification 

¶¶¶   Undesired Events ï Events that may adversely affect public health and safety, the 
environment, the facility's assets, operation and image are site-specific, and must be 
defined. . 

¶¶¶   Critical Assets - System components that are critical to system operation and safety 
must be identified, to allow prioritising risk mitigation measures later on. 

Figure 22 illustrates the top-level section of a generic fault tree for facilities. 

 

Figure 21: Top level generic fault tree 

(3) Consequence Determination 

This step involves classifying undesired events and loss of critical assets by their consquences.  

(4) Threat Definition 

¶¶¶   Threat - Threat definition covers the type of adversary, his tactics and capabilities The specific 
type of threat to a facility is referred to as the design basis threat (DBT), and includes 
information regarding the number of adversaries, their modus operandi, the type of tools and 
weapons they would use, and the type of events or acts they are willing to commit.  

¶¶¶   Likelihood of Attack - Once the threats have been identified, they must be classified 
according to their likelihood of occurrence. The assessment of the likelihood of attack is 
complex, as it relies heavily on the human element, which is hard to predict. It can be 
estimated with a qualitative relative threat potential parameter. Factors that can be used to 
estimate relative threat potential are included in Figure 22. The estimation process follows a 
complete threat analysis, and the parameter is estimated per undesired event and per 
adversary group. The basis of the parameter estimation includes: 
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o Characteristics of the adversary group, taking into consideration the specific asset to be 
protected 

o The relative attractiveness of the asset in the eyes of the adversary. 

 

Figure 22: Estimating likelihood of attack, PA 

(5) Protection System Effectiveness Analysis 

The design and analysis process that can be used for estimating physical protection system 
effectiveness is presented in Figure 23. The physical protection features must first be described to 
allow evaluation of security system effectiveness. 

DETECTION is the discovery of adversary action - whether overt or covert. This is done through: 

sensing covert or overt actions. To detect an adversary action, a technological or human sensor 
must identify an out of the usual occurrence and alert to it, and the sensor information must be 
displayed along with the assessments of subsystems, and reported. The information should allow 
determining whether the alarm is real or false, and about what caused it to be activated. The 
effectiveness of the detection is measured by the probability of sensing adversary action and the 
time required for reporting and assessing the alarm. 

DELAY means impeding the adversary as he initiates the attack. This can be achieved by 
implementing physical means, such as walls, security doors, etc.; by sensors; and by security 
personnel or police present at the site. Delay effectiveness is measured by the time required by an 
adversary who has been detected to overcome each delay element. 

RESPONSE involves actions taken by police / security personnel to prevent the adversary from 
perpetrating a successful attack through interruption and neutralisation. The measure of response 
effectiveness is the time between receipt of a report of an adversary's actions and their 
neutralisation.  

Protection System Effectiveness ï The analysis of a security system's effectiveness requires 
thorough understanding of the system's objectives in terms of which assets it is being implemented 
to protect; and the effectiveness of each of the security system's components, as well as of their 
integrated level of performance. 

The Adversary Sequence Diagram (ASD) is a graphical representation of physical protection 
system elements along paths that adversaries can follow to perpetrate an attack. The most 
vulnerable path can be determined for each specific physical protection system and threat, and it is 


















































